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Comments and BLOG i 360E

Interacting with your visitors is one of the major benefits to why blogs are so popular.
By allowing comments to be added to pos  ts, you not only engage your visitors, but
get feedback that can help you to define your niche, product or service more clearly.

Unfortunately, like eMail, blog comments also come with a lot of spam. Through this
wor ksheet wedoll explore:

Comments and BLOG....3.6.0.E. s e, 2
General DISCUSSION SEHINGS  coooiiiiiiieiiccieeiiiiiiies i e e e e e e e ee e eeeeeeeeane———— 3
Setting Up SPamMKarmMaz ...t e areeaaa e e 6
Managing Your COMMENTS  ...cccoiiiiiiiiiiiiiiiiiiiiiies evvvrviiisss s e e e e e e e e e e eeneee aeevveeeeannnnnn 12
DefiNiNg SPam ..ot e eeeeee e ———————————— .. 15

http://support.rpmsuccess.com Rev Sep. 4,2008




Managing Comments in your

b
BLOGi 3 6 MHitb Site

/i

General Discussion Settings

Tribal Seduction s

Design Center
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General  Writing Privacy
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Discussion Settings

Default article
settings

rempt to notify any blags inked to from the article (slows down posting)

low link notifications from ather blogs (pingbacks and trackbacks.)
low people to post corments on the article
(These sestingsmap be overriskln for inchvii /s ticfes.)

O

E-mail me whenever [ anyene posts a comment

cormment is held for moderation

©

gefore a comment [Dian administrator must always approve the comment

appears. ormment author must fil out name and e-mail

omment author must have a previously approved comment

©

Comment

Moderation or more links, {4 CoMmon characteristic of comrment spam is & large number of fyperiinks )

Hold & cammment in the queue if it contains 2

When 2 ComMn cOntaing any of these words in its content, name, URL, e-mail, or P, itwill be held inthe modzration queue. Oneward or 1P per
line. Itwill mateh inside wards, so “press’ will match Wor dPress”

©

Comment Blacklist
When a comment contains any of thess words in its content, name, URL, e=mail, or IF, icwill be marked as spam. Oneword or [F per line. ftwill

match inside words, so “press” will match “WordPress”

©

Avatars

8y default WordPress uses Gravatars — short for Globally Recognized Avatars — for the pictures that show up next to comments. Plugins may override this.

@ porreshow Avatars
Oshow avatars

Avatar display

© G — suitable for all audiences

PG — Possibly offensive, usually for audiences 13 and above
Ok — Intended for adultaudiences sbove 17

O — Buen mare mature than above

MaXimum Rating

Save Changes

Rewver

AUto-Link Options

Users

Series

General Optians

Mew Media PRO

While the Setup Angel gui des
l ittl e more detail. You can f

ocomment s6 under 0Gener al
WordPress documentation provided at:

nd

y 0 u throhgh this ig dn

you

t hese

o0Di scuss

O prhe folowidstals areadtapted fldrh S ¢ U S S
http://codex.wordpress.org/Discussion _Options )
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1 Default article settings: These settings may be overridden for individual

articles within the o0Created >> O0Post 6

posts. Itis recomme nded you check each of these options
a. Attempt to notify any blogs linked to from the article (slows down
posting) & When you add a link within your post to an outside source

secti

(such as a blog post on another site) this options will allow B LOG i 360E

to sendouta 0Oping6 t o siteé dr &ticle . This is similar to a trackback
in the mention of their site will be posted within their comment section

This may slow down the system if you have a lot of links within your

post.

b. Allow link notificat ions from other blogs (pingbacks and trackbacks)

0 When other sites include references to your articles, by selecting this
option you are allowing that site to add a comment to your post including
the reference they have made.

c. Allow people to post commen ts on the article 0 By checking this box
you are allowing visitors to leave comments on your post.

2 Emalil me whenever: These settings determine when you are eMailed
regarding comment activity on your si
first opti on once your blog comments start to pick up, we highly recommend
selecting the second option.

a. Anyone posts a comment 0 This option will notify you by email every
time someone leaves a comment on your site. This is not a necessary
option and can create qu ite an influx of eMail once yo ur site becomes
really active.

b. A comment is held for moderation 0 This option will notify you when
there is a comment waiting for your approval (awaiting moderation). It is
recommended you select this option so you are notif led as soon as a
comment needs your attentio  n.

3 Before a comment appears:These settings provide you even more control over
the instances of when and how comments are posted.

a. An administrator must always approve the comment - Select this
option to force co mments to be approved , whether the comment looks
like spam or not, and whether or not the comment author has posted
comments previously. This is NOT a necessary option, and is
recommended that you do not leave this checked.

t e.

Wh
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b. Comment author must fill out na me and e -mail - Check this box as a

way to force spammers to do a bit of extra work. In reality, the name and

e-mail address are not verified in any way prior to the comment being

submitted. This alone will not stop comment SPAM as many of the

spambots wil | automatically fill this out. However, it is necessary for

your oComment Relishdé option to work.
Comment author must have a previously approved comment - Check

the box to insure comments are only posted if the comment author's

email address matches the a ddress of a previously approved comment,

otherwise, the comment is held for moderation. Comments from

blacklisted email addresses (those listed in the Local Spam Words Text

Box) are held for moderation regardless of whitelist status. This is a great

optont o use when you have unchecked the ab
administrator must al ways approve comment

4 Comment Moderation: In this section you specify these options to help you

deal with  Comment Spam .

a. Hold a comment in the queue if it contains [X] or more li nks (A
common characteristic of comment spam is a large number of
hyperlinks) o0For this option youdll select the
comment to determine what is spam. Leavi
option as many of your visitors may want to lea ve a link for you to check
out.

. When a comment contains any of these words in its content, name,

URL, e -mail, or IP, it will be held in the moderation queue. - In this
text box you can add your own spam words which will filter the
comments when posted and hold them for moderation

5 Comment Blacklist:

a. When a comment contains any of these words in its content, name,

URL, e -mail, or IP, it will be marked as spam. The different between

the Comment Blacklist Box and the Comment Moderation Box is how the

offendi ng comment is handled. In the Comment Moderation area, you

are marking comments that will be held in moderation. Within this area,

you are marking comments that wild!@ aut oma

Here is a great list of suggested Spam Words . You can copy and paste this list

directly into your Comment Moderation box.

KRRV
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6 Avatars: By default WordPress uses Gravatars i short for Globally
Recognized Avatars fi for the pictures that show up next to ¢ omments. Plugins
may overridethis. Thi s i s a recent addition to BLOG i
fully tested yet. If you have used this option, please let us know by contacting
the support desk at  http://www.blogi360.com/support

a. Avatar display
i. Dondt s how -R&hkeekithé radio button to suppress avatar
display in comments.
ii. Show Avatars - Check this so comment author avatars are
displayed along with the comments.
b. Maximum Rating: This setting controls (or limits) the 'highest' level or

rat ing of gravatar you allow to be displayed. (Please note that it would be
against BLOG i 360E t er mteal@vgrasatars with & rating of
X.)

i. G i Suitable for all audiences

i. PGf Possibly offensive, usually for audiences 13 and above
iii. R A Intended for adult audiences above 17
iv. X A Even more mature than above

Setting up SpamKarmaz2

SpamKarma 2 is the chosen plugin that BLOG i 360
in managing comment spam. While many of these settings may be confusing, we

have found that this is the most robust program available, and once you have the

settings all wo rked out, it really makes managing your comments much easier.

You can reach Spam Karma 2 by going to o0Comment
BLOG i 360E Dashboard.

The documentation provided below has been adapted from Spam Karma 28s .User6s Guide
S © 2008 RPM Success Group, Inc. @
?RPM p. In¢ . Page 6
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Spam Karma 2 General Settings

Spam Stats Stats
® Total Spam Caught: 3371 (average karma -257.22)
The stats displayed at the top of the et o et 242 oy
page show you how many comments :
have been marked as spam, the average oO0OKarmaod r

Spam Karma 2 Settings

Within the settings box you can adjust R ——

the severity level to anything from o i e

bLovey Doveyc’) to O0Tot e DEEat CIru.

Leaving this set at oONormal 6 is fine.

The second part of this is whether or not youdd
in the footer of your site. It appears like this:

writh optimized Wor

all trademarks and copyrights onthis page are owned by their respective ows nied by the Fostez.
And this i the disclaimar set in the admin eptions
Bizoo!

Unstoppable FatLoss 2

There is no reason to leave this checked. If
youdd |Ii ke to remove it,
Karma 2 page and uncheck
insert SK26 option.

Span

Filter Plugin Settings

Unfortunately the documentation on these

settings is rather sparse. In using the system

and playing with the various filters available,

we have found that keeping them set at
onormal 6 or with the def
just as well.

V)

If you find that too much spam is getting
through, or perhaps too many comments are
being marked as spam, feel free to change
these settings as you see fit. Each option gives an explanation as to what it is used
for.
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Treatment Plugins

—Treatment Flugins Settings
Captcha Check - Strength:  pizapleg » [l

I fand only i) the comment's kanma is within a certain ervor margin, provide the commenter with & chance to clear himself by solving a Capitcha.

Anubis - Strength.  Epabled v [

This plugin is the witimate judge of @ comment s fate the camment s kanmd is weighted and it is either discarded a5 spram, moderated ar
disptaved. o mot disable, wiless yau really know what youw are doing.

Simple Digest - 5trength.  ppapleq & - Author Peter Westwood - Version: 1.3 [@] [7]
Emails g spam summarny. Set first comment past imterval)
Send digest every | 24 hours.

Skip spam with karma under | 20

[ crder cornments by karma rather than date.

Lact nun was 2 hows, 39 minutes ago

The Treat ment Plugins | ocated near the bottom o

Captcha Check is the form visitors would have to fill out typing the words that are
shown in the image. We highly recommend you disabling this option. While it will be
more likely to prevents pam, it is highly likely to prevent comments as well.

Anubis is the basic machine behind Spam Karma 2. If at any point you want to turn
of f the spam filter within BLOG i360E, disabl e

Simple Digest is the email report you receive giving you basic statistics of how much

spam was caught and if there are any comments awaiting moderation. You can

determine how often you want to receive this report along with the lowest karma

rating you should be sent (i.e., you wouldnodot w
about karma rating that are too low s uch as -100 as these are almost certainly

spam).
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Recent Spam Harvest

Create Manage Comments Design Center New Media PRO Options Users General Options

Comments  Spam karma 2

Ceneral Semings | Recent Spam Harvest |Aggrnved Cnmments| |Bla:klist‘ ‘SKE Lngs| Ahout

Spams Caught by SK2
Erowse

comments per page, skipping first: D with karma lower than
Clean

[CDnﬂrm All Moderated As Spam ] (outlined in red)

Purge Comment Spams: | alder than days ¥ (O do it automatically from now o).
_ Irvert Checkhox Selection

—Recover
Recover Selected | {Invert Checkbox Selection)

—Filter

Run selected entries | thraugh  All plugins ™ {Invert Checkbox Selection

Only displaying comments with a karma above —20:

Karma How Long Ago Author Post Title Comment Type

Within the Recent Spam Harvestsub -menu, youdl | find not only s
page should be |l aid out, but also a |Iist of the
Yo u ol Ltowew these comments on occasion as some legitimate comments may

be flagged as spam.

To recover a comment from the Spam Harvest, check the box on the far left, then
click on ORecover Selectedb6. This will <change
allow it to be visible within your site.
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Approved Comments

The approved comments area is

visasie |
i Dok Coter s Mk 0 Optec wwwet similarto  your Recent Spam Harvest.
e Here you can send comments back
L | into moderation. The varying shades
o v # i | of green that you see are a quick

visual guide of the Karm a Rating that
Spam Karma 2 has giving the
comment.

To move a comment back into

moderation, simply check the box next

to the comment, then click on the
OModerate Selectedd butt

Spam Karma 2 Blacklist

Within the Spam Karma 2 area, the
0Bl acklishibtahidsod ar e
managed under t he-neil ac

Here you will find a list of domains, IP
addresses, etc, that Spam Karma 2
considers to be spam and will mark as
such automatically.

The difference between black list and white
list is simple. All black list items are
automatically marked as spam whereas all
white list items are automatically approved.

You can add your own items to the
blacklist/whitelist by adding the IP

address, domain, email, etc in the form at
the top and selecting the appropri  ate item
from the drop down menu.

If there is an item within the list that you
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